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Abstract
Large languagemodel (LLM) inference systems rely onCUDA
kernels for core GPU computations, yet the interface be-
tween models and kernels is implicit and poorly specified.
Models and kernels evolve independently and often make
incompatible assumptions about tensor shapes and input
sizes, leading to subtlememory bugs in CUDAkernels.These
bugs can crash inference services, corrupt model weights, or
be exploited by remote adversaries. Existing techniques ei-
ther incur prohibitive runtime overhead, require specialized
hardware, or fail to handle dynamic tensor shapes and vari-
able kernel launch configurations, leaving the CUDA mem-
ory bugs largely unaddressed.

This paper presents M2K, a fully automated framework
thatmakes themodel-kernel interface explicit and leverages
it to detect memory bugs in CUDA kernels used in LLM in-
ference systems. M2K consists of two components. HFProbe
traces model execution without GPU hardware, classifies
kernel arguments into model-fixed and user-variable, and
emits symbolic constraints that capture the interface. cuK-
LEE then performs symbolic execution on CUDA kernels to
pinpoint memory bugs under the interface constraints, mod-
eling tensors as disjointmemory regions and treating thread
identifiers symbolically to scale to thousands of threads. In
the evaluation,M2K discovers 181 previously unknown bugs
in real LLM inference systems, while producing only nine
false positives, demonstrating its effectiveness.

CCSConcepts: • Software and its engineering→Empir-
ical software validation; Software infrastructure.
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1 Introduction
The rapid adoption of large language models (LLMs) has
driven an explosion of inferenceworkloads across chatbots [1,
2, 16], search [38, 86], recommendation [5, 75, 81], copilots [12,
33, 85], scientific computing [7, 39, 74], and countless other
areas [8, 9, 79].These services now operate at scale and serve
real users, making LLM inference systems a critical part of
modern computing infrastructure.

LLM inference systems rely on a layered software archi-
tecture. Model developers publish Python model files and
weights (viaHugging Face [24]), which inference frameworks
(e.g., vLLM [35], SGLang [82], Transformers [25]) load and
execute. These frameworks manage inference requests and
map high-level tensor operations in Python model code to
host-side wrapper code. The wrapper code prepares CUDA
kernel inputs and configures kernel launches. At the lowest
layer, CUDA kernels perform the core linear algebra com-
putation on the GPU. This separation enables independent
development at each layer and accelerates system evolution.

However, the layered architecture introduces a fragile, im-
plicit interface between models and CUDA kernels. The cor-
rectness of the system depends on assumptions made inde-
pendently by the two sides, yet these assumptions are nei-
ther explicitly specified nor consistently enforced. The mis-
matchmanifests in twoways. First, kernels may contain out-
right implementation errors in the intricate performance op-
timizations (e.g., vectorization, tiling), causing them to pro-
duce correct results only for specific tensor shapes, while
silently performing out-of-bounds accesses for others. Sec-
ond, kernels may impose implicit limits on input sizes (e.g.,
due to integer types used for index arithmetic or fixed-size
internal buffers) that were safe when the kernel was written
but are increasingly violated as models grow larger [79] and
inference sequences become longer [17, 71]. Both classes of
mismatch lead to kernelmemory bugs (e.g., buffer overflows,
integer overflows) that are difficult to catch, because they
surface only under specific combinations of model architec-
ture, runtime input, and kernel implementation.

These kernel memory bugs carry severe consequences.
Out-of-bounds accesses and data races trigger “illegal mem-
ory access” errors on the GPU, potentially crashing the en-
tire inference service [60]. More critically, recent work has
shown that memory bugs on GPUs can be exploited to mod-
ify arbitrary GPU memory or achieve arbitrary code execu-
tion [19, 27, 52]. Since inference systems are exposed to the
Internet and process user-controlled prompts, attackers can
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choose sequence length and influence server-side batching.
As a result, exploitable memory bugs in CUDA kernels form
a real attack surface that may allow attackers to compro-
mise the host system or affect other service users, as demon-
strated by our PoC exploits [28, 29].

Existing techniques for detecting memory bugs in CUDA
kernels fall short in this setting. Dynamic methods track
metadata for GPUmemory buffers and validate pointer deref-
erences at runtime [20–22, 37, 44, 54, 55, 69, 70, 77, 83, 84, 87].
However, they either incur high overhead or require hard-
ware extensions not yet widely available. More fundamen-
tally, they analyze kernels in isolation from the models that
invoke them, leading to both false positives and false neg-
atives. Static tools [6, 11, 40–42, 45, 46, 49, 62, 72] cannot
handle runtime-determined buffer sizes or the variability of
kernel launch configurations, both of which are common
in inference systems. Techniques for testing machine learn-
ing frameworks [48, 58] mainly target the framework layer
and cannot pinpoint CUDA kernel bugs. In short, no exist-
ing technique bridges the gap between model-level usage
and kernel-level implementation to provide comprehensive
memory-bug detection for CUDA kernels.

We make a key observation: the implicit, unspecified in-
terface between models and CUDA kernels is not merely a
source of kernel memory bugs—it is an architectural weak-
ness of current LLM inference stacks. Models and kernels
evolve on independent release cycles, maintained by differ-
ent teams with different assumptions, yet no contract gov-
erns what one side may assume about the other. Effectively
detecting memory-safety bugs in CUDA kernels therefore
requires making this interface explicit: we must understand
how each model invokes its kernels and use that informa-
tion to systematically verify two properties—whethermodel
usage respects kernel limitations, and whether kernel imple-
mentations are safe under all inputs the model can produce.

Realizing this idea raises two key challenges. First, how
to automatically extract representative kernel usage patterns
from a model. Kernel arguments are jointly determined by
model architecture, runtime configuration, and user-controlled
inputs (e.g., sequence length, batch size). A practical solu-
tion must effectively characterize this combinatorial space
of possible invocations to provide actionable guidance for
CUDA kernel analysis. Second, how to accurately and scal-
ably verify CUDA kernels under the resulting usage condi-
tions. Kernels operate on tensors whose shapes are deter-
mined at runtime, a setting that existing static analyses han-
dle poorly. Moreover, kernels execute across thousands of
parallel threads, and naïvely enumerating those threads causes
state explosion, making exhaustive verification infeasible.

To address these challenges, we design M2K, a fully au-
tomated analysis framework that detects memory-safety is-
sues in CUDA kernels as they are used by a given LLM
model. M2K targets four types of bugs in CUDA kernels:
buffer overflows, integer overflows, data races, and null-pointer

Figure 1. An overview of M2K.

dereferences, and supports the standardHugging Facemodel
format, covering the vastmajority of publicly available LLMs.
As shown in Figure 1, M2K consists of two major compo-
nents: HFProbe and cuKLEE.

HFProbe “executes” each model without requiring GPU
hardware. It profiles kernel invocations by simulating exe-
cution without running the kernels, thereby achieving high
efficiency. It classifies kernel arguments into those fixed by
the model architecture (e.g., hidden dimension) and those
varying with user input (e.g., sequence length, batch size).
HFProbe translates this classification into symbolic constraints
that make the model-kernel interface explicit and passes
them to cuKLEE for bug detection. In addition, HFProbe stat-
ically identifies all CUDA kernels reachable from a given
model and automaticallymutates themodel’s configurations
to trigger more kernels, ensuring comprehensive analysis.

cuKLEE performs symbolic execution on CUDA kernels
with the interface constraints from HFProbe. To handle in-
put tensors whose memory layouts are determined at run-
time, cuKLEE models each tensor as a distinct, widely sep-
arated memory region. This abstraction simplifies pointer–
tensor association andmakes bounds checkingmore tractable.
cuKLEE introduces symbolic variables to represent each ten-
sor’s base address, element count, dimensions, and other
properties. With these variables, M2K can handle more than
100 tensorAPImethods by adding the appropriate constraints
to its execution states. It also models CUDA thread identi-
fiers symbolically, allowing a single pass to capture both
shared and thread-specific computations across thousands
of threads. Finally, cuKLEE includes a memory usage model
that accounts for the input token count, model size, and
available GPUmemory. It uses themodel to determinewhether
a detected memory bug can actually occur on a target GPU,
ensuring that reported bugs are actionable in practice.

We evaluateM2K onCUDAkernels andmodels from three
sources: all text-generation models in vLLM [35] and the
related kernels, all Hugging Face models with custom ker-
nels, and models and kernels from four recent research pub-
lications [32, 50, 61, 76]. In total, M2K identifies 181 mem-
ory bugs, including 162 integer overflows 1 and 19 out-of-
bounds accesses, with only nine false positives, demonstrat-
ing its effectiveness in detecting memory safety issues for
1We suspect that integer overflows are prevalent in our detection results
because they are more likely to cause silent data corruption than crashes.



1 class Qwen2ForCausalLM(nn.Module):
2 def __init__(self, config):
3 decoder_layer_type = Qwen2DecoderLayer
4 self.layers = ...
5 def forward(self, input_ids, positions):
6 hidden_states, residual = ...
7 for layer in self.layers:
8 hidden_states, residual = layer(positions, hidden_states,

residual)
9 return hidden_states

10 class Qwen2DecoderLayer(nn.Module):
11 def __init__(self, config):
12 self.fp8_linear = Fp8LinearOp()
13 def forward(self, positions, x, residual):
14 out_dtype = torch.get_default_dtype()
15 hidden_states = self.fp8_linear.apply(x, out_dtype)
16 ...
17 return hidden_states, residual
18 class Fp8LinearOp:
19 def apply(self, input, out_dtype):
20 in_2d = input.view(-1, input.shape[-1])
21 qinput = torch.empty(in_2d.shape, dtype=out_dtype)
22 scale = torch.zeros(1, dtype=torch.float32)
23 torch.ops._C.dynamic_scaled_fp8_quant(qinput, in_2d, scale)
24 return w8a8_scaled_mm_func(...)

(a) The simplified Python model code of Qwen2ForCausalLM.

1 TORCH_LIBRARY_EXPAND(TORCH_EXTENSION_NAME, ops) {
2 ops.def("dynamic_scaled_fp8_quant(Tensor! result, Tensor input,

Tensor! scale) -> ()");
3 ops.impl("dynamic_scaled_fp8_quant", torch::kCUDA,

&dynamic_scaled_fp8_quant);
4 }

(b) The registration of a CUDA kernel in Python.

1 void dynamic_scaled_fp8_quant(torch::Tensor& out, torch::Tensor
const& input, torch::Tensor& scale) {

2 int64_t num_tokens = input.numel() / input.size(-1);
3 int64_t num_elems = input.numel();
4 dim3 grid(num_tokens);
5 dim3 block(1024);
6 using bf16 = at::BFloat16; using fp8 = at::Float8_e4m3fn;
7 vllm::scaled_fp8_quant_kernel<bf16, fp8>
8 <<<grid, block, 0>>>(out.data_ptr<fp8>(),

input.data_ptr<bf16>(), scale.data_ptr<float>(), num_elems);
9 }

(c) Wrapper function.

1 template <typename scalar_t, typename fp8_type>
2 __global__ void scaled_fp8_quant_kernel(fp8_type* __restrict__

out, const scalar_t* __restrict__ input, const float*
__restrict__ scale, int64_t num_elems) {

3 int tid = blockDim.x * blockIdx.x + threadIdx.x; // overflow
4 const float inverted_scale = 1.0f / (*scale);
5 int step = blockDim.x * gridDim.x; // overflow
6
7 using float8x4_t = q8x4_t<fp8_type>;
8 auto* v_in = reinterpret_cast<vec4_t<scalar_t> const*>(input);
9 auto* v_out = reinterpret_cast<float8x4_t*>(out);

10 int64_t const num_vec_elems = num_elems >> 2;
11
12 for (int64_t i = tid; i < num_vec_elems; i += step) {
13 vec4_t<scalar_t> in_vec = v_in[i]; // OOB
14 v_out[i] = scaled_fp8_conversion<fp8_type> // OOB
15 (in_vec, inverted_scale);
16 }
17 ...
18 }

(d) CUDA kernel. (Thread-dependent computations are in yellow.)

Figure 2.ACUDA kernel example, its wrapper function, its registration to vLLM, and a Hugging Face model using the kernel.

CUDA kernels. We have reported all 26 bugs detected in
vLLM. So far, eight bugs have been fixed in subsequent re-
leases and additional four bugs have been confirmed by the
programmers, underscoring M2K’s practicality. We further
compareM2KwithHoneycomb [49], GKLEE [41], and ESBMC-
GPU [62] on 20 known vLLM CUDA kernel bugs. M2K suc-
cessfully detects 15 of these bugs, far more than the baseline
techniques, highlighting its superior bug coverage and clear
improvement over existing techniques. An ablation study
shows that both HFProbe and cuKLEE are critical for M2K’s
effectiveness. In sum, we make the following contributions:

• We identify the implicit model-kernel interface as one
source of memory bugs in CUDA kernels used in LLM
inference systems and argue that making this interface
explicit is the key to effective bug detection.

• WedevelopHFProbe, a dynamicmodel profiler that traces
how models invoke CUDA kernels and infers model-
kernel interfaces, without GPU hardware.

• We design cuKLEE, a symbolic execution engine spe-
cialized for CUDA kernels that supports tensors with
dynamic shapes and scales to thousands of threads.

• By integrating HFProbe and cuKLEE, we build M2K, a
fully automated framework for detecting CUDA mem-
ory bugs in LLM inference systems and demonstrate its
effectiveness via thorough experiments.

M2K is publicly available at https://github.com/system-
pclub/M2K.

2 Background
This section provides background for the project, including
Hugging Face models, the CUDA programming language,
and CUDA kernel memory bugs in LLM inference systems.

2.1 Hugging Face Models
Hugging Face is the largest platform for sharing pre-trained
models [24], offering both amodel marketplace and libraries
that facilitate model integration into LLM inference frame-
works (e.g., vLLM [35], SGLang [82], Transformers [25]). To-
day, it hostsmillions ofmodels, includingmajor open-source
foundation models (e.g., Qwen, LLaMA) and their variants,
making it a central hub for the AI community.

Amodel released onHugging Face typically contains four
types of files. The config.json file defines the model’s archi-
tecture, including layer number, hidden size, activation func-
tions, and other structural parameters. The model-weight
files store the trained parameters. The Python code files de-
fine classes that extend nn.Module and implement themodel
architecture. One top-level class assembles all model compo-
nents, with its forward()method as the entry of themodel’s
whole forward pass. For example, Figure 2a shows simpli-
fiedmodel code for Qwen2ForCausalLM, and forward() on
line 5 begins the model’s inference process. Finally, docu-
mentation files (e.g., README.md) provide instructions, us-
age examples, and licensing information.
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2.2 The CUDA Programming Language
CUDA is the dominant programming platform for exploit-
ing GPU computational power [15], and most GPU kernels
in inference systems are written in CUDA C++.

CUDA source files typically contain two types of code:
hostwrapper functions andGPUkernel functions. Hostwrap-
pers run on the CPU and are exposed to Python code in in-
ference systems via registration or binding macros [30, 64]
(e.g., Figure 2b). They process input tensors from Python
code into kernel arguments, configure launch parameters
(e.g., number of thread blocks, threads per block, shared-
memory size), and call the kernels. CUDAkernels run on the
GPU. They define the computation performed by each par-
allel thread. Under CUDA’s execution model, a kernel runs
across many threads organized into blocks and grids. Each
thread uses built-in identifiers (e.g., blockIdx.x, threadIdx
.x) to determine its location in this hierarchy and the por-
tion of input data it processes.

Function dynamic_scaled_fp8_quant() in Figure 2c is
a wrapper function. It first computes the token count and
feature-element count in tensor input on lines 2–3. It then
sets the number of blocks to the token count on line 4 and
the number of threads per block to 1024 on line 5. Finally,
it launches kernel function scaled_fp8_quant_kernel()
with pointers to the underlying memory of the three input
tensors and the feature-element count on lines 7–8.

Figure 2d shows the CUDA kernel, which converts high-
precision element values in input into FP8 using the scal-
ing factor scale. To improve efficiency, the kernel applies
vectorization. On lines 8–9, the pointers input and out are
cast to vectorized types so each access processes four ele-
ments. Line 10 computes the number of such accesses by
dividing the element count by four. The loop on lines 12–
16 distributes work across threads using a grid-stride pat-
tern. Each thread starts from its global index (blockDim.x *
blockIdx.x + threadIdx.x, line 3) and moves with a stride
equal to the total number of threads (blockDim.x * grid-
Dim.x, line 5). In each loop iteration, a thread loads four
input elements on line 13, converts them to FP8 using the
reciprocal of scale, and writes the results back to the out-
put buffer on line 14.

2.3 Kernel Memory Bugs in Inference Systems
CUDA kernels in LLM inference systems are prone to mem-
ory bugs. Kernels perform index arithmetic over large multi-
dimensional tensors across thousands of threads; even small
indexing mistakes can cause out-of-bounds accesses or data
races. Performance optimizations (e.g., vectorization, tiling)
further complicate this arithmetic. Moreover, because mod-
els and kernels are developed independently with no formal
interface contract, a kernel that is correct for onemodel may
silently produce memory errors for another.

Table 1. Summary of 20 kernel memory bugs in vLLM.
Dimension Breakdown Count

How discovered
User-reported (production failure) 13

Unit test 6
Code review 1

Memory location GPU global memory (tensors) 17
GPU shared memory 3

Bug type
Integer overflow → buffer overflow 10

Buffer overflow (other causes) 8
Null-pointer dereference 2

Patch location Kernel code 18
Framework code 2

Figure 2d illustrates a representative bug rooted in the
mismatch between model assumptions and kernel interface
constraints. The kernel uses signed 32-bit integers for tid
on line 3 and step on line 5. Both are computed as the
product of the token count (blockIdx.x or gridDim.x) and
1024 (blockDim.x), implicitly capping the safe token count
at 221 − 1. Neither the model nor the inference framework
enforces this bound, as the kernel, model, and framework
are developed independently with no formal interface con-
straints on valid input ranges. A combination of batch size
𝐵𝑆 and sequence length 𝑆𝐿 satisfying 𝐵𝑆 × 𝑆𝐿 > 221 (e.g.,
𝐵𝑆 = 116, 𝑆𝐿 = 18,079) thus silently triggers overflow, mak-
ing tid and step negative. The corrupted tid is then used
as an index to read and write the input/output buffers, turn-
ing a silent arithmetic error into out-of-bounds memory ac-
cesses. We reproduced this bug under vLLM on an NVIDIA
B300 GPU: the overflowed read on line 13 lands on an un-
mapped virtual address, raising an “illegal memory access”
fault and crashing the inference service.

To quantify the problem, we examine vLLM’s change logs
and identify 20 fixed memory bugs in CUDA kernels (Ta-
ble 1). Four findings stand out. First, memory bugs in CUDA
kernels are common and costly. Of the 20 bugs, 13 were re-
ported by users after causing failures in production; only six
were caught by unit tests and one by code review. Second,
nearly all bugs involve tensors. 17 bugs occur on input ten-
sors in GPU global memory and three in GPU shared mem-
ory, confirming that tensor shape and layout mismatches
are the dominant root cause. Third, integer overflow is the
leading bug pattern. Ten of the 20 bugs are integer overflows
in index computations that subsequently trigger buffer over-
flows, reflecting the growing risk as models and input se-
quences scale up. Fourth, fixing these bugs is not always
limited to changing the kernel code. Two bugs were fixed by
modifying the framework’s kernel invocation instead. This
shows that diagnosing and fixing kernel memory bugs re-
quires reasoning across the entire software stack, rather than
analyzing the CUDA kernel alone. These findings motivate
M2K’s design: HFProbe makes tensor-level interface con-
straints explicit, and cuKLEE uses symbolic execution to check
index arithmetic and buffer bounds that existing testingmisses.



3 Overview of M2K
M2K detects memory bugs in CUDA kernels used by LLM
inference systems. As shown in Figure 1, it consists of two
components: HFProbe, which constructs constraints that cap-
ture themodel-kernel interface, and cuKLEE,which performs
symbolic execution onCUDAkernels under these constraints
to identify memory bugs.

HFProbe supports two inference backends, vLLM [35] and
Transformers [25], coveringmostHugging Face [24]models.
Given amodel, HFProbe traces its executionwithout launch-
ing GPU kernels, and infers whether each kernel argument
is model-fixed or user-controlled and possible relationships
among the arguments. Then, it synthesizes interface con-
straints to encode the inference results. For example, when
analyzing the model in Figure 2a with the CUDA kernel in
Figure 2d, HFProbe infers that tensors out and input in Fig-
ure 2c share the same shape, with their last dimensions fixed
at 896 (the model’s hidden size) and their first dimensions
equal to the number of user-input tokens.

cuKLEE takes the interface constraints as input and checks
for out-of-bounds accesses, integer overflows, data races, and
null-pointer dereferences, reporting each bug’s line number
along with a triggering input. For example, for the CUDA
kernel in Figure 2d and its wrapper in Figure 2c, cuKLEE re-
ports that batch size 116 and sequence length 18,079 (whose
product is the number of input tokens and equals the first
dimension of input and out in Figure 2c) trigger integer
overflows on lines 3 and 5 of Figure 2d and out-of-bounds
accesses on lines 13 and 14.

M2K serves two complementary usage scenarios. Model
developers can run it to verify existing kernels correctly sup-
port a new model architecture and expected token counts,
while kernel developers can confirm that an optimized or
rewritten kernel remains safe across all deployed models.

4 HFProbe: Dynamic Model Profiling
As illustrated in Figure 1, HFProbe operates in four stages.
It first performs static analysis to identify all CUDA ker-
nels an input model may call. It then executes the model us-
ing mocked CUDA kernels with a real model configuration,
recording how the kernels are actually invoked. Next, it mu-
tates the model configuration to exercise additional kernels
identified statically but not triggered dynamically. Finally, it
aggregates the collected information in a post-mortem anal-
ysis to derive constraints that summarize the interface be-
tween the model and each kernel it uses.

4.1 Static Call Graph Computation
Given a model’s Python implementation (e.g., Figure 2a), we
build a static call graph rooted at the model’s forward()
method. The analysis is path- and field-sensitive and lever-
ages common coding patterns of Hugging Face models (e.g.,

1 class Fp8LinearOp:
2 def apply(self, input, out_dtype):
3 in_2d = input.view(-1, input.shape[-1])
4 qinput = torch.empty(in_2d.shape, dtype=out_dtype)
5 scale = torch.zeros(1, dtype=torch.float32)
6 - torch.ops._C.dynamic_scaled_fp8_quant(qinput, in_2d, scale)
7 + stub_dynamic_scaled_fp8_quant(qinput, in_2d, scale)
8 return w8a8_scaled_mm_func(...)
9

10 +def stub_dynamic_scaled_fp8_quant(output, input, scale):
11 + LOG('dynamic_scaled_fp8_quant')
12 + LOG(retrieve_stack_info())
13 + LOG('output', type(output), output.shape, output.dtype)
14 + LOG('input', type(input), input.shape, input.dtype)
15 + LOG('scale',type(scale), scale.shape, scale.dtype)
16 + return None

Figure 3. A tracing stub example.
assuming a model object has no aliases within its own im-
plementation). The analysis over-approximates the results
and includes all kernels that may be invoked. These kernels
guide the subsequentmodel configurationmutation. During
dynamic profiling, HFProbe ignores any kernels that are not
actually executed. Existing Python call-graph tools cannot
correctly analyze Hugging Face models [31, 67, 78]. For ex-
ample, PyCG does not handle __call__, preventing it from
resolving calls to an nn.Module object—the standard way to
invoke a layer’s forward()method (e.g., line 8 in Figure 2a).

Our analysis operates on the Abstract Syntax Tree (AST)
of the input Python program. It maintains an execution con-
textwhere each programobject is represented as an instance,
createdwhen its class constructor is analyzed. Each instance
stores its fields and their values in a dictionary. The analysis
processes each instruction with respect to this context and
also updates it based on the instruction’s semantics.

Our analysis initializes the context from the model’s __-
init__() method. It then analyzes the model’s forward()
method to construct the call graph. For each field assign-
ment (e.g., line 4 in Figure 2a), the analysis updates the left-
hand instance’s dictionary with either the concrete value
or the right-hand-side instance. For each function call, it
performs interprocedural analysis by mapping the actual-
argument instances to formal parameters. If the receiver’s
type is known only at the base class level, all possible sub-
classes’ methods are treated as potential callees. At each
branch, the analysis inspects the context to decide feasible
paths. If both paths may occur, it clones the context and ana-
lyzes each path independently. When encountering Python
bindings to CUDAkernels (e.g., line 23 in Figure 2a), it records
that the model calls the corresponding CUDA kernels. All
Python bindings and their links to CUDA kernels (e.g., Fig-
ure 2b) are identified separately using regular expressions.

4.2 Profiling Backends
We modify the vLLM and Transformers inference frame-
works to serve as HFProbe backends and record runtime
information during inference. To speed up profiling, we dis-
able all GPU computations, allowing models to run without
GPU hardware. Overall, we make four types of changes.



First, for every registered CUDA kernel, we replace its
Python binding with a tracing stub. As shown in Figure 3,
the stub function records the call stack and parameter types.
For tensor inputs (e.g., input), it further records their shapes
and data types. For integer-valued tensors, it also records
the minimum and maximum values in the tensors to cap-
ture possible index ranges. For primitive-type parameters,
the stub records their concrete values. If the original binding
returns a tensor, the stub returns a zero-filled tensor with
the same shape and data type.

Second, model-loading functions are modified to create
tensors with correct shapes without loading actual weights.

Third, although no GPU computations are executed, we
ensure the frameworks follow the same control flow as with
real GPUs.This involves replacing vllm._Cwith a fakemod-
ule, since it cannot be imported without a real GPU, and ad-
justing tensors’ internal properties so the frameworks treat
their data as GPU-resident.

Fourth, we optimize vLLM’s KV-cache management to
initialize tensors with minimal memory and expand them
to the required shapes without more memory allocation. Ex-
tra memory is allocated only when a tensor receives writes
beyond its initial space. This lazy allocation strategy elimi-
nates pre-allocated memory and reduces memory pressure.

4.3 Model Configuration Mutation
For each input model, we mutate two types of execution
configuration parameters to trigger CUDA kernels identi-
fied statically but not exercised during earlier profiling.

First, several parameters in the model’s config.json gov-
ern which CUDA kernels are invoked during the forward
pass. For example, changing parameter quantization_con-
fig selects a different quantization kernel, while reducing
n_routed_experts from 256 to 128 alters the padding ker-
nel used for token routing from sgl_moe_align_block_-
size() to moe_align_block_size(). Because parameter
names and semantics vary across models, we use an LLM
in agent mode to generate modified config.json files: given
the model’s Hugging Face repository URL and the name of
a target kernel, the LLM inspects the model code, references
the example config.json, and produces a new config.json file.
Not all generated config.json files are valid. For example, the
model in Figure 2a requires the activation function silu,
and changing the hidden_act field in config.json will cause
an assertion error at runtime. We simply discard any modi-
fied config.json that results in a runtime failure.

Second, framework environment variables and startup pa-
rameters also affect which kernels are used. We maintain
a one-time, framework-specific mapping from each CUDA
kernel to its required framework configuration. To trigger
a kernel, we retrieve and apply its configuration from this
mapping. If a kernel requires coordinated changes to both
framework settings and config.json, we apply the framework
settings first, then ask the LLM to modify config.json.

4.4 Interface Constraint Generation
Given a configuration, HFProbe executes the model with
multiple combinations of batch size and sequence length,
whose product equals the number of input tokens. These
two parameters are varied because they are controlled by
users. HFProbe then uses the recorded dynamic information
to construct the implicit interface between the model and
each called CUDA kernel as the conjunction of a set of sym-
bolic constraints. Because the same kernel may be invoked
under different call contexts within a single forward pass,
HFProbe uses call-stack information to group invocations
and infers constraints independently for each group.

For each kernel, HFProbe builds interface constraints over
its wrapper function’s arguments, including tensor dimen-
sions, tensor value ranges, and primitive parameters. These
constraints fall into four categories.
Model-fixed constants. Some arguments are determined by

the model architecture (e.g., hidden dimension). HFProbe
identifies them by checking whether a value is invariant
across all runs and constrains it to the observed constant.
User-controlled linear arguments. Among the arguments

that change across runs, HFProbe isolates those that scale
linearly with batch size, sequence length, or token count by
verifying that the ratio to the corresponding value is con-
stant across runs. These arguments are directly controllable
by end users, and cuKLEE treats them as the primary source
of attacker-controlled inputs during verification.

Inter-argument equalities.Kernel semantics impose depen-
dencies among arguments. For example, a matrix multiplica-
tion requires the inner dimensions of its operands to match.
HFProbe detects arguments that always share the same value
and links them with equality constraints.
Residual upper bounds.Remaining argumentsmay still de-

pend on the model architecture indirectly. HFProbe bounds
them using the maximum value observed across all runs.

For example, after profiling the model in Figure 2a with a
configuration from [23], HFProbe generates constraints stat-
ing that out and input in Figure 2c share the same shape,
that their second dimensions are model-fixed at 896 (the hid-
den size), that their first dimensions are linear in the token
count, and that scale contains exactly one element.

5 cuKLEE: Symbolic Execution on CUDA
As shown in Figure 1, cuKLEE begins its analysis of a CUDA
kernel (e.g., Figure 2d) from the kernel’s wrapper function
(e.g., Figure 2c), collecting information about how the kernel
is invoked. It then performs symbolic execution on the ker-
nel to detect potential memory bugs. cuKLEE allows users
to specify constraints on the wrapper’s inputs, so that the
interface constraints generated by HFProbe can be incorpo-
rated, improving both accuracy and efficiency of the sym-
bolic execution. Furthermore, cuKLEE performs additional
validation of detected bugs to ensure they can be triggered



Table 2. Constraint variables defined for tensor t.
Tensor Fields Description Variables

t.storage_.data_ptr_ base address 𝐵𝑡
t.numel_ # of elements 𝑁𝑡

t.sizes_and_strides_.size_ # of dimensions 𝐷𝑡
t.sizes_and_strides_ dimensions 𝑑0𝑡 , 𝑑1𝑡 , … 𝑑𝐷−1𝑡
t.data_type_.itemsize_ element size 𝑆𝑡

under the target inference framework andGPU environment.
Overall, cuKLEE addresses three key challenges.

First, prior symbolic execution techniques (e.g., KLEE [10])
struggle to handle buffers whose sizes are determined at
runtime. In contrast, most CUDA kernels in LLM inference
systems operate on the raw memory of tensor objects (e.g.,
out and input on line 2 of Figure 2d), whose shapes vary
depending on model architectures or user-provided tokens.
How can cuKLEE analyze tensors with dynamic shapes and
memory operations on the tensors?

Second, wrapper functions often call tensor methods to
set up parameters (e.g., input.size(-1) on line 2 of Fig-
ure 2c) for kernel launches. These methods often involve
complex memory management, and analyzing them in full
would significantly increase execution time and reduce pre-
cision. How canwe summarize these tensormethods tomake
cuKLEE both efficient and accurate?

Third, CUDA kernels run across many threads, and an-
alyzing each thread separately would result in redundant
work. How can we share symbolic execution results across
threads to avoid unnecessary computations?

5.1 Memory Model of cuKLEE
cuKLEE treats tensor memory separately from other mem-
ory regions.

TensorMemory.All input tensors are stored inGPU global
memory and allocated by the inference systems indepen-
dently of the kernels. Therefore, kernel programmers can-
not assume any specific memory layout among tensors. In
practice, they never use a pointer to an element of one ten-
sor to refer to an element of another tensor after arithmetic
computations. We leverage this property by modeling ten-
sors’ underlying memory regions as discrete and far away
from each other.

This design contrasts with KLEE’s memory model, which
treats the entire heap as a single continuous memory space.
In KLEE, if a buffer has a symbolic size, the base addresses
of all subsequent buffers become symbolic as well, making
memory-access reasoning intractable. This is the fundamen-
tal reason why KLEE cannot handle buffers whose sizes are
determined at runtime.

cuKLEE’s modeling strategy greatly simplifies the detec-
tion of out-of-bounds accesses on tensor memory. Because
each tensor occupies a distinctmemory region, every pointer
derived from a tensor carries constraints that relate it to that

Table 3. Tensor-method handling examples. (’-’: ignored.)
Category Tensor Methods Constraints

I t.numel() 𝑁𝑡
I t.data_ptr() 𝐵𝑡

II t2=t1.sum(0)

𝑁𝑡2 = 𝑁𝑡1/𝑑0𝑡1,
𝐷𝑡2 = 𝐷𝑡1 − 1, 𝑆𝑡2 = 𝑆𝑡1,
𝑑0𝑡2 = 𝑑1𝑡1, …, 𝑑𝐷−1𝑡2 = 𝑑𝐷𝑡1

III
check_dim_size
(t, n, i, exp)

𝐷𝑡 = 𝑛, 𝑑 𝑖𝑡 = 𝑒𝑥𝑝
IV t.toString() -

tensor’s base address. When a pointer is dereferenced, cuK-
LEE uses these constraints to identify the source tensor and
check the access against its bounds directly, without scan-
ning all allocated memory objects—as a conventional sym-
bolic execution engine (e.g., KLEE) must do to determine
which object a pointer may reference. For example, when
analyzing line 14 in Figure 2d, cuKLEE immediately deter-
mines that the memory write must be checked against the
bounds of out. This follows the constraint established on
line 9, which binds v_out to the base address of out.

Other Memory. For global and local memory allocated
inside wrapper and kernel functions, we use the contiguous
memory model adopted by KLEE. CUDA shared memory
supports both dynamic allocation at kernel launch sites and
static allocation inside kernels, and cuKLEE handles these
two cases separately. For dynamically allocated sharedmem-
ory, cuKLEE infers a concrete or symbolic size from the ker-
nel launch parameters. For statically allocated shared mem-
ory, cuKLEE obtains the fixed size directly from the kernel
declaration. cuKLEE models global, shared, and local mem-
ory as separate regions and resolves pointer targets only
within the region to which they belong.

5.2 Handling Tensor Methods
To handle tensor methods, cuKLEE associates each tensor
with a set of symbolic constraint variables, representing its
base address, element count, dimensions, and other proper-
ties in Table 2. Since the number of dimensions may remain
unknown throughout the analysis, cuKLEEmaintains amap
to record all known dimensions, where the keys are dimen-
sion indices and the values are the corresponding symbolic
variables (e.g., 𝑑1, 𝑑2). For example, input.size(-1) on line
2 of Figure 2c accesses the last dimension of tensor input.
cuKLEE processes this method by adding an entry to the
map with key −1 and value 𝑑𝐷−1𝑖𝑛𝑝𝑢𝑡 .

With the constraint variables, cuKLEE supports 140 Ten-
sor and TensorIterator methods, grouped into four cate-
gories. Table 3 shows examples. 1⃝ Property queries (36meth-
ods) return tensor metadata such as element count or shape.
cuKLEE models their return values using the symbolic vari-
ables in Table 2. For example, input.numel() on line 3 of
Figure 2c returns 𝑁𝑖𝑛𝑝𝑢𝑡 . 2⃝ Tensor-producing methods (70
methods) create a new tensor or a sub-tensor. cuKLEE in-
troduces a set of fresh symbolic variables for the result and



Table 4. Constraint variables defined for CUDA threads.
Variables Description Type

𝑏𝑙𝑜𝑐𝑘𝐼 𝑑𝑥.𝑥/𝑦/𝑧 block identifier ID
𝑡ℎ𝑟𝑒𝑎𝑑𝐼 𝑑𝑥.𝑥/𝑦/𝑧 thread identifier ID
𝑔𝑟𝑖𝑑𝐷𝑖𝑚.𝑥/𝑦/𝑧 grid size launch
𝑏𝑙𝑜𝑐𝑘𝐷𝑖𝑚.𝑥/𝑦/𝑧 block size launch

adds constraints relating it to the original. For example, t2
= t1.sum(0) reduces t1 along its first dimension, so t2
has one fewer dimension and its 𝑖-th dimension equals the
(𝑖+1)-th dimension of t1 (Table 3, Row 3). 3⃝ Property checks
(4 methods) inspect tensor properties (e.g., contiguity); cuK-
LEE encodes the success condition as a constraint. 4⃝Analysis-
irrelevant methods (30 methods) do not affect bug detection
and are skipped.

5.3 Handling CUDAThreads
CUDA kernels execute across thousands of threads orga-
nized into blocks and grids. All threads run the same code
but diverge based on their thread and block identifiers, which
programmers also use to partition work over input data.

Rather than enumerating threads, cuKLEE models thread
and block identifiers as symbolic variables, so that a single
symbolic execution pass captures the behavior of all threads.
As shown in Table 4, cuKLEE introduces six ID variables
(e.g., threadIdx.x, blockIdx.y) and six launch variables
(e.g., blockDim.x, gridDim.y). ID variables are bounded by
launch variables following CUDA semantics (e.g., 𝑏𝑙𝑜𝑐𝑘𝐼 𝑑𝑥
.𝑥 < 𝑔𝑟𝑖𝑑𝐷𝑖𝑚.𝑥), and launch variables are concretized or
constrained when cuKLEE analyzes kernel launch sites (e.g.,
𝑔𝑟𝑖𝑑𝐷𝑖𝑚.𝑥 = 𝑛𝑢𝑚_𝑡𝑜𝑘𝑒𝑛𝑠 in Figure 2c). With this approach,
thread-independent bugs are detected as in sequential pro-
grams; thread-dependent bugs (e.g., line 13 in Figure 2d) are
captured through constraints over the ID variables.

For loops that distribute work across threads (e.g., the
highlighted loop in Figure 2d), cuKLEE analyzes their loop
bodies once and then adds the loops’ exit conditions to its
execution states (e.g., 𝑖 ≥ 𝑛𝑢𝑚_𝑣𝑒𝑐_𝑒𝑙𝑒𝑚𝑠) for the remaining
execution. This suffices because such loops follow a simple
strided pattern: each thread starts at an offset given by its
global thread index and advances by the thread count. A
single symbolic analysis of the loop body can capture every
loop index a thread may process, while the exit condition
characterizes the post-loop state.

To detect data races, cuKLEE introduces a second set of
six ID variables representing a distinct thread. It asserts that
the two threads differ by negating the conjunction of pair-
wise equality over their ID variables. For each global-memory
access, cuKLEE checks whether the second thread may per-
form a conflicting write to the same address. cuKLEE per-
forms a similar check for shared memory but additionally
constrains the two threads’ block ID variables to be equal,
since shared memory is private to each block.

5.4 Synthesizing Input and Buggy Constraints
Input Constraints. Before analyzing each wrapper func-
tion, cuKLEE introduces three symbolic variables: 𝐵𝑆 (batch
size), 𝑆𝐿 (sequence length), and 𝑇𝐶 (token count), related
by 𝑇𝐶 = 𝐵𝑆 × 𝑆𝐿. In addition to the interface constraints
from HFProbe, cuKLEE bounds these variables using two
extra sources: 1⃝Model-defined limits.Many models specify
a maximum sequence length through fields such as “max_-
position_embeddings”, “n_positions”, or “max_seq_len”
in their config.json files. HFProbe extracts these values from
each input model’s config.json and cuKLEE uses them to
upper-bound 𝑆𝐿. 2⃝ Practical input limits. Evenwhen amodel
does not specify amaximum, the sequence length is bounded
in practice. Current production models (e.g., GPT-5.4 [57],
Claude Opus 4.6 [13], Gemini 3.1 [26]) support up to roughly
one million tokens. We therefore impose default bounds of
𝐵𝑆 ≤ 1,000 and 𝑆𝐿 ≤ 1,000,000, which can be adjusted for
specific deployment scenarios.
Buggy Constraints. cuKLEE checks four types of mem-

ory bugs (data-race detection is described in Section 5.3).
For out-of-bounds accesses, cuKLEE adds a constraint at each
memory access via a pointer asserting that the pointer falls
outside the valid range of the accessed buffer. For integer
overflows, cuKLEE adds a constraint at each 32-bit addition
or multiplication asserting that the result exceeds the type’s
maximum value. For null-pointer dereferences, cuKLEE adds
constraints for each pointer dereference indicating the pointer
may have been computed from an unknown base pointer.
All input tensors are assumed to be validwith base addresses
properly initialized by the inference frameworks.

5.5 Bug Detection and Validation
cuKLEE begins symbolic execution from each wrapper func-
tion under the input and interface constraints, processing
tensor methods (Section 5.2) and, upon each kernel launch,
introducing thread ID variables and launch variables con-
strained by CUDA semantics (Section 5.3). cuKLEE then exe-
cutes the kernel body instruction by instruction. At each po-
tentially buggy instruction, it synthesizes buggy constraints
(Section 5.4), conjoins them with existing constraints, and
invokes a solver. A satisfiable result yields concrete values
for all symbolic variables, including batch size 𝐵𝑆 and se-
quence length 𝑆𝐿.

However, not every satisfiable assignment is triggerable
in practice. 𝐵𝑆 and 𝑆𝐿 are end-user inputs to the inference
framework, but the framework may reject certain values, or
the resulting memory footprint may exceed GPU capacity.
cuKLEE checks both conditions to confirm a bug.

We replay the (𝐵𝑆, 𝑆𝐿) pair via HFProbe’s profiling back-
end. If the kernel is still invoked and its arguments match
the interface constraints, the bug is confirmed to be reach-
able through the framework.



Table 5. Benchmark information and detection results. (
IO: integer overflow, OOB: out-of-bounds, DR: data race, and
NULL: null-pointer dereference. 𝑥𝑦 : x true positives, y false
positives. ’-’ indicates zero true and false positives.)

Models Kernels IO OOB DR NULL Total
vLLM 62 50 72 195 02 - 269
HF 54 117 1310 - - - 1310
Papers 4 6 240 - - - 240
Total 120 173 1622 195 02 - 1819

We estimate GPUmemory consumption as model-weight
storage plus KV-cache size, scaled by a 1.25× fragmentation
factor for the vLLM backend and 1.45× for Transformers.
Model-weight size is obtained directly from the weight files.
KV-cache size is 2 × 𝐿 × 𝑇𝐶 × 𝐻 × sizeof(dtype), where 𝐿 is
the number of layers, 𝑇𝐶 is the token count, 𝐻 is the hid-
den dimension, and dtype is the cache data type. Interme-
diate tensors and temporary buffers are negligible relative
to weights and KV-cache and are omitted. If the estimated
total exceeds the target GPU’s memory capacity, the bug is
marked as untriggerable. For the bug in Figure 2d, the solver
reports 𝐵𝑆=116 and 𝑆𝐿=18,079; the estimated memory us-
age is 211.2GB, well within a B300 GPU’s 288GBmemory ca-
pacity. We confirm the bug is triggerable on this hardware.

6 Evaluation
Implementation.HFProbe is implemented in Python. It per-
forms call-graph analysis using the built-inASTmodule [65],
provides two profiling backends (vLLM-0.9.0 [35] and Trans-
formers v4.52.1 [25]), and employs ChatGPT agent [56] to
mutate config.json files.The agent has web search capability
to retrieve relevant code. In total, HFProbe comprises 18,453
lines of code, including both standalone modules and frame-
work modifications. cuKLEE is built on KLEE v3.1 and oper-
ates on LLVM IR generated from CUDA source code. We im-
plement 19,572 lines of C++ to support tensor abstractions
and enable symbolic execution on CUDA threads and GPU
instructions. cuKLEE uses Z3 [18] as its constraint solver.

Research Questions. Our experiments aim to evaluate
M2K’s effectiveness in detectingmemory bugs in CUDAker-
nels used by real-world inference systems (Section 6.1), its
coverage of CUDA memory bugs (Section 6.2), its advan-
tages over existing techniques (Section 6.2), and the ratio-
nale behind combining dynamicmodel profilingwith CUDA-
specific symbolic execution (Section 6.3).
Experimental Settings.Most experiments run on a server

with an Intel Xeon Silver 4110 CPU, 256GB RAM, and Red
Hat Enterprise Linux 9. We compile CUDA code for CUDA
12.1 using clang++ 13.0.0 with “-emit-llvm” to generate
LLVM IR for cuKLEE. Unless stated otherwise, we target an
NVIDIA B300 GPU with 288GB memory for bug validation.

6.1 Bug Detection in the Wild
6.1.1 Methodology. As shown in Table 5, we evaluate
M2K on models and kernels from three real-world sources.
First, we extract all text-generation models and their associ-
ated kernels from vLLM-0.9.0, the latest release at the start
of this project, yielding 62 models and 50 kernels, with sub-
stantial kernel reuse across models. Because vLLM omits
config.json files, we retrieve them from Hugging Face by
querying model IDs specified in vLLM’s tests, and select-
ing the config.json from the top-ranked repository for each
model. Second, we gather all Hugging Face models that con-
tain custom CUDA kernels, resulting in 54 models and 117
unique kernels. Third, we survey top-tier AI conference pa-
pers from the past two years and identify four [32, 50, 61, 76]
whose artifacts provide both Hugging Face models and cus-
tom kernels, contributing four models and six kernels. In
total, our evaluation includes 120 models and 173 kernels,
comprising 170,875 lines of Python model code and 139,951
lines of CUDA code.

We evaluate benchmarks from the first source using the
vLLM backend and the remaining benchmarks using the
Transformers backend. For each model, we attempt configu-
ration mutation only once for any CUDA kernel that is stati-
cally reachable but not triggered by the collected config.json.
For every configuration (both original andmutated), we test
nine combinations of batch sizes {1, 3, 5} and sequence lengths
{1, 7, 17}, chosen to keep profiling short while remaining re-
alistic and uncommon. Each CUDA kernel is analyzed by
cuKLEE for up to one hour, following common practice in
prior symbolic-execution work [10, 34, 47].

For each bug reported by cuKLEE, we examine the cor-
responding CUDA code to verify that the reported tensor
shapes and input values indeed trigger the issue and are
semantically valid. To ensure objectivity, each bug is inde-
pendently reviewed by at least two authors. Because vLLM
kernels are shared across models, we count unique bugs by
kernel line number, even if they are triggered by different
models. For out-of-bounds accesses resulting from a preced-
ing integer overflow, we count only the integer overflow.

6.1.2 Experimental Results. As shown in Table 5, M2K
detects 181memory bugs in CUDAkernels, including 162 in-
teger overflows and 19 out-of-bounds accesses. It also identi-
fies one benign race in vLLM, which we conservatively clas-
sify as a false positive. M2K does not report any null-pointer
dereferences.The large number of bugs demonstratesM2K’s
effectiveness in detecting memory bugs in CUDA kernels.

In addition, M2K detects bugs across benchmarks from
all three sources, underscoring its ability to analyze diverse
models and kernels.

We have reported all 26 bugs detected from vLLM, which
has an activelymaintainedGitHub repository. Of them, eight
have been fixed in the most recent version, and four ex-
tra bugs have been confirmed by the developers. Among



1 // Qwen-1_8B-Chat: heads=16, height=128, hidden_size=heads*height
2 // batch: batch_size, width: seq_len
3 __global__ void VecQuant8BatchMatMulKernel_faster_old(const

half* vec, const uint8_t* mat, half* mul, int batch, int width,
int heads, int height) {

4 int weight_total = batch * width * heads * height; // overflow
5 int h = 128 * blockIdx.x;
6 int w = 128 * blockIdx.y + threadIdx.x;
7 int i = width * h + w;
8 half2 weight[64];
9 for (int b = 0; b < batch; ++b) {

10 for (int head = 0; head < heads; ++head) {
11 int shift = b * heads + head;
12 for (int k = 0; k < 64; ++k) {
13 int index1 = shift * height * width + i + (2 * k * width);
14 if (index1 >= weight_total || w >= width || ...)
15 weight[k] = __float2half2_rn(0);
16 else
17 weight[k] = compute_weight(mat, ...);
18 }}}
19 compute_mul(mul, vec, weight,...);
20 }

Figure 4. A detected integer overflow bug.
the 18 unresolved bugs, the buggy code has been refactored
for 13, while the other five are still in the codebase. We do
not report bugs in Hugging Face models or research papers
when the corresponding GitHub repository is unavailable,
has been inactive for more than a year, or no contact email
is found. For the 36 remaining cases, we have contacted the
authors by email but haven’t received any response.

Integer Overflows.Three detected integer overflows occur
on unsigned 32-bit integers, and the rest occur on signed
int32 values. In 15 cases, the overflowed value is later used
as an index, triggering subsequent out-of-bounds accesses.
Figure 2d shows one such example.

In terms of what is being computed, 36 of the overflows
come from multiplying the token count by the hidden size.
For example, the kernel VecQuant8BatchMatMulKernel_-
faster_old() in Figure 4 multiplies input matrices vec and
mat, and stores the result in mul. Since mat is quantized,
the kernel dequantizes it on lines 9–18 before multiplying
on line 19. During dequantization, weight_total is used
on line 14 to determine whether a value should be zeroed.
However, the computation of weight_total can overflow.
Specifically, batch * width equals the token count, and
heads * height equals the hidden size. While the hidden
size is fixed at 16 ∗ 128, overflow can occur when the batch
size is 128 and the sequence length is 8,192. When this hap-
pens, weight_total becomes negative, zeroing all dequan-
tized values on line 15 and corrupting the subsequent com-
putation. Another 98 integer overflows occur when comput-
ing the element count in 𝑄𝐾⊤, whose size is batch_size ×
num_heads×seq_len2 and can exceed the int32 limit. Four
additional overflows arisewhenmultiplying the token count
by 1,024 (thread count), as shown in Figure 2d. The remain-
ing 24 overflows come from a single code fragment that ap-
pears 24 times at different stages of a long computation. In
each fragment, a 32-bit integer is shifted left by 10 bits and
then cast to a 16-bit integer. When the original value ex-
ceeds 31, an overflow occurs during the cast. Neither the

Figure 5.How the number of bugs changes with GPUmem-
ory. (The vertical line represents NVIDIA B300.)

model code nor the CUDA kernel imposes any constraint
to prevent this value from exceeding that limit. We count
these bugs as separate bugs, according to the methodology
described in Section 6.1.1.

The proportion of integer overflows among the detected
bugs is markedly higher than in the bugs collected from
vLLM’s change log in Section 2.3. We hypothesize that inte-
ger overflows are often under-reported because overflowed
values are typically used in computations rather than as in-
dices, causing silent result corruption instead of crashes.
Buffer Overflows. Eight buffer overflows occur when data

is partitioned into blocks, but the final block is only partially
filled, yet kernels access it as if fully populated. The remain-
ing 11 arise when input tensor values are used to compute
indices into another tensor without adequate bounds check-
ing. For them, we further confirm that the framework code
permits the buggy tensor content to pass into the kernel.
Data Races. M2K detects a data race, where an array is

used to count tokens assigned to each expert, with one ar-
ray element per expert. The array elements are partitioned
among warps. During initialization, all 32 threads in a warp
write zero to all the elements in the warp’s partition, creat-
ing a race. We consider the race benign and classify it as a
false positive, as all conflicting threads write the same value
to the same location. Nevertheless, this case demonstrates
M2K’s capability to detect data races in CUDA kernels.
Security Impacts. As an initial exploration, we reproduce

a subset of the detected bugs and examine their potential
security impacts. A systematic study is left for future work.
Most reproduced integer overflows corrupt computation re-
sults and may affect downstream tasks. Most reproduced
out-of-bounds accesses (e.g., Figure 2d) trigger crashes be-
cause they access unmapped memory. We also find one case
in which a signed-index overflow is used in a memory write,
modifying a neighboring tensor and corrupting the infer-
ence results of other users in the same batch. We record
a video demonstrating this effect [29]. In a newer version
of vLLM, we find a similar bug in which an overflowed un-
signed index is used for a memory read, exposing another
user’s inference output.This bugwas introduced after vLLM-
0.9.0 and is therefore not included in Table 5. Our finding
leads to a published security advisory [73], andwe also record
a demonstration video [28]. Finally, we find it difficult to ex-
ploit the detected out-of-bounds accesses for arbitrary code



Table 6. Comparison with baseline techniques. (20 bugs are
for each row. ‘/’: not applicable.)

Honeycomb GKLEE ESBMC-GPU cuKLEE
vLLM / / / 15
Simplified 0 5 3 19

execution, since return addresses are typically stored in reg-
isters during CUDA function calls and are not easily over-
written unless register spilling occurs.

False Positives. M2K reports nine false positives (false dis-
covery rate of 4.74%), arising from three sources. First, six
stem from HFProbe’s inability to track tensor values across
kernels: it returns zero-value tensors for kernel binding func-
tions, so subsequent kernel bindings cannot track valid value
ranges for those tensors, causing two integer-overflows, three
out-of-bounds, and one data-race false positives. Second, two
involve kernels that index tensors using values loaded from
modelweights. AsHFProbe does not load the actual weights,
it cannot accurately capture the indices; manual inspection
confirms that the true weight values cannot trigger errors.
Third, M2K identifies one benign race, as discussed earlier.

Memory Bugs vs. GPU Memory. Figure 5 shows how de-
tected bugs vary with GPU memory size, which cuKLEE
uses to decidewhether a bug can be triggered. Out-of-bounds
bugs plateau beyond 80GB, whereas integer overflows grow
with larger memory. On the NVIDIA H100 (80GB), M2K
finds 68 integer overflows and 19 out-of-bounds bugs; on
the H200 (141GB), integer overflows rise to 119 while out-
of-bounds bugs remain unchanged; on the B300 (288GB), in-
teger overflows further increase to 162. This trend suggests
that future GPUs with larger memory will expose more in-
teger overflow bugs.

Time and Monetary Cost. M2K takes 1,073.62 total hours
to complete its analysis: 1,032.99 for vLLM, 28.18 for Hug-
ging Face, and 12.45 for research papers. Experiments run
with multiple parallel processes, and the reported time re-
flects their aggregate. Using GPT costs $442.16. Considering
that both the Python and CUDA codebases exceed 100,000
lines, M2K incurs moderate time and monetary costs.

More specifically, cuKLEE consumes 979.86 hours, sub-
stantially more than HFProbe (93.76 hours). HFProbe gen-
erates 1,274 distinct model configurations. Because many
vLLM kernels are shared across models, we merge identical
analysis contexts, yielding 8,562 unique contexts for cuK-
LEE. Kernel analysis completes within one hour for 7,784
cases and reaches the limit for 778 cases. All kernels exceed-
ing the one-hour limit contain 600+ lines of CUDA code.
Answer to effectiveness: M2K can accurately detect inte-
ger overflows and buffer overflows in CUDAkernels usedwithin
LLM inference systems.

6.2 Coverage and Advancement
6.2.1 Methodology. We evaluate coverage using the 20
known vLLM bugs from Section 2.3. Since most of the bugs

1 // num_thread = std::max(num_experts, 32)
2 // share_mem size: num_experts+1+(num_thread+1)*num_experts
3 __global__ void moe_align_block_size_kernel(int32_t num_experts){
4 extern __shared__ int32_t shared_mem[];
5 - int32_t* tokens_cnts = shared_mem + blockDim.x + 1;
6 + int32_t* tokens_cnts = shared_mem + num_experts + 1;
7 for (int i = 0; i < num_experts; ++i) {
8 tokens_cnts[num_experts * (threadIdx.x + 1) + i] = 0; // OOB
9 }}

Figure 6. An out-of-bounds bug from vLLM.

were reported by users without model information, we eval-
uate only cuKLEE. We retain inputs required by the model
architecture, if any, and treat the rest as symbolic when run-
ning cuKLEE.

We compare cuKLEE with three static CUDA analysis
tools: Honeycomb’s validator [49], GKLEE [41], and ESBMC-
GPU [62]. These tools cannot run directly on vLLM kernels
due to incompatibilities with modern C++, CUDA, and Py-
Torch/vLLM libraries. Moreover, GKLEE and ESBMC-GPU
require a main() function as their entry point, which vLLM
kernels lack. To enable comparison, we simplify the vLLM
kernels by rewriting modern CUDA and C++ features with
legacy constructs, removing PyTorch and vLLM dependen-
cies, and adding a main() function for each kernel that re-
places the original wrapper and allocates GPU memory for
tensors. The simplified kernels preserve the root causes of
the bugs. Because Honeycomb targets HIP kernels [4], we
additionally translate CUDA APIs to HIP equivalents using
hipify-perl [3]. We do not compare with other related tools
because they are not free [14, 59] or their code is not avail-
able [11, 40, 42, 45].

6.2.2 Experimental Results. As shown in Table 6, cuK-
LEE identifies 15 of the 20 known bugs, demonstrating strong
coverage of real memory errors in CUDA kernels. Specifically,
the detected bugs comprise nine integer overflows, five out-
of-bounds accesses, and one null-pointer dereference, un-
derscoring cuKLEE’s ability to detect the three bug classes.

Figure 6 shows an out-of-bounds error.Thewrapper func-
tion (omitted for brevity) allocates shared memory to record
how threads assign tokens to experts. As shown on line 2,
the first num_experts + 1 entries store the total token count
and the per-expert counts. The remaining entries form a 2D
array storing per-thread, per-expert token routing plus one
slot per expert for the expert’s total. Line 5 attempts to skip
this first region so that lines 7–9 operate on the second, but
incorrectly uses the thread count (blockDim.x), instead of
expert count, to compute the offset. As marked on line 1,
when the expert count is below 32, the thread count exceeds
it, leading to a buffer overflow on line 8. cuKLEE correctly
reports this, with threadIdx.x=31 and num_experts=8.

The missed bugs arise for four reasons. First, one null-
pointer dereference occurs because the kernel accesses data
on a different GPU, undetectable via static analysis. Second,



one out-of-bounds is caused by a mismatch between a ten-
sor’s declared shape and the underlyingmemory layout; cuK-
LEE assumes consistency between them and thus misses the
issue. Third, two bugs exceed the one-hour analysis limit
and remain undetected. Fourth, cuKLEE lacks support for
C++ std::map, causing it to miss one bug that depends on
this construct. For the simplified kernels, cuKLEE still misses
the first bug but successfully identifies the other four.

Honeycomb detects no bugs because it only checkswhether
memory accesses stay within one of four coarse memory
regions (protected, read-only, read-write, and private). All
tested out-of-bounds accesses fall inside the read-write re-
gion, so Honeycomb cannot catch them.

GKLEE detects four out-of-bounds accesses and one in-
teger overflow, but misses the rest for three reasons. First,
seven bugs require threadIdx.x or blockIdx.x to exceed
30, but GKLEE assumes small constant values for both. Sec-
ond, GKLEE fully unrolls loops, causing the analysis of seven
bugs to hit the one-hour timeout. Third, GKLEE cannot de-
tect the bug due to the kernel and its data on different GPUs.

ESBMC-GPU identifies two out-of-bounds accesses and
one integer overflow. It misses nine, seven, and one bugs
respectively for the same reasons as GKLEE.
Answer to coverage and advancement: cuKLEE detects
most of the tested known bugs, substantially more than the
baselines, demonstrating its strong coverage of real CUDAmem-
ory bugs and its advantages over existing techniques.

6.3 Rationality of Components
6.3.1 Methodology. We conduct an ablation study by dis-
abling individual components of M2K and comparing each
variant against the full system. We use the same vLLMmod-
els, kernels, and experimental setup as in Section 6.1, mak-
ing the results directly comparable to those reported there.
The variants are: 1⃝ Without HFProbe. We run cuKLEE di-
rectly on kernel wrapper functions without guidance from
HFProbe. 2⃝ Without cuKLEE. We execute each model on
real GPUs using both original and mutated configurations,
and record runtime errors (e.g., “illegal memory access’’).
Experiments are parallelized across four RTX 5090s and four
H100s; since only error occurrence is checked, hardware dif-
ferences do not affect results. 3⃝ Without configuration mu-
tation. We run M2K on the collected config.json files and
frameworks’ default configurations, without any mutations.
4⃝Without validation. All bugs reported by symbolic execu-
tion are treated as final outputs without validation.

6.3.2 ExperimentalResults. The full-featured version of
M2K detects the most bugs in Figure 7, demonstrating the
value of each component.

Removing HFProbe causes cuKLEE to report 2,349 false
positives for two reasons. First, cuKLEE may infer tensor
shapes that are theoretically possible but never occur in real-
ity, leading to incorrect out-of-bounds reports. For example,

Figure 7. Contributions of M2K’s components. (26 bugs de-
tected in vLLM.W.O.: without, C: cuKLEE, H: HFProbe, M: con-
figuration mutation, and V: Validation.)

in Figure 2c, cuKLEE incorrectly assigns tensor scale a zero
size to trigger out-of-bounds access on line 4 of Figure 2d.
However, this tensor always has one element in reality, mak-
ing such a case infeasible. Second, cuKLEE may treat ten-
sor shape values or other parameters as having extremely
large, unrealistic values (e.g., a hidden size of 2,147,483,640).
Moreover, without model-architecture information, all ten-
sor shapes become symbolic, forcing cuKLEE to explore far
more possibilities. As a result, it fails to complete the analy-
sis of 25 kernels within one hour, 18 more than when archi-
tecture information is available, and increases the average
analysis time per kernel by 2.1×. The six missed bugs are
due to this reason.

With cuKLEE disabled, no runtime errors are detected, so
this variant reports nothing. Our experiments use a maxi-
mum batch size of 5 and a sequence length of 17 (only 85 to-
kens in total), far too few to expose hidden bugs.This shows
that M2K uncovers issues that would otherwise appear only
at large production scales.

Without configuration mutation, only 21 of the 50 CUDA
kernels are exercised, leading M2K to miss 19 bugs.

Disabling validation causes M2K to report 15 more false
positives. Five are cases where the token count is too large,
causing memory usage to exceed the B300’s memory size.
The remaining ten cases should be filtered out by rerun-
ning the profiling backend with the batch size and sequence
length reported by the solver.
Answer to rationality: Each component ofM2K plays a dis-
tinct and essential role in its overall effectiveness.

7 Limitations and Discussion
M2K currently targets Hugging Face models and CUDA ker-
nels with tensor inputs, which together cover a large share
of real-world usage. It profiles kernel usage without execut-
ing kernels on any specific GPU, making its effectiveness
independent of any GPU hardware. M2K also supports GPU-
dependent conditional compilation through cross-compilation
and can handle fused kernels when the fused source code is
available. At present, M2K does not support Triton kernels,
NPU kernels, or TensorFlow models. However, applying its
core idea of an explicit model-kernel interface to these set-
tings is promising for uncovering potential issues.



M2Kmutates execution configurations to trigger additional
CUDA kernels. It does not aim to cover all possible models,
nor is this necessary. In practice, users care about the spe-
cific model they deploy, rather than whether a kernel be-
haves correctly under every possible model. M2K therefore
focuses on the kernel shapes exercised by a given model. Al-
though our results show that the mutation is effective, it is
far from a systematic inspection. Developing a more com-
prehensive inspection method remains future work.

In our experiments, cuKLEE analyzes each kernel for up
to one hour. For certain kernels (e.g., gptq_marlin_gemm()),
not all paths are explored, potentially missingmemory bugs.
Since cuKLEE inherits KLEE’s path exploration strategies
designed for C/C++, optimizing them for CUDA code pat-
terns is key to improving effectiveness.

Most bugs detected byM2K are integer overflows. Although
such bugs look simple, we are not aware of a simpler way to
resolve them. First, a static technique must track the numer-
ical relations among variables, the path constraints under
which these relations hold, and the constraints imposed by
the model and the framework; without this information, it
inevitably reports many false positives. Second, a dynamic
techniquemust synthesize kernel inputs satisfying themodel’s
constraints and run them on real GPU hardware, both of
which are hard to automate. Moreover, as our experiments
show, most overflows silently corrupt computation results,
making them difficult to detect dynamically. Third, simply
using 64-bit integers everywhere is not an ideal solution be-
cause it increases both runtime and memory overhead. M2K
overcomes these difficulties by combining dynamic profil-
ing with static symbolic execution, enabling it to detect in-
teger overflows both effectively and precisely.

8 Related Work
Exploiting CUDA Memory Bugs. Prior work shows that
CUDA memory bugs are highly exploitable [27, 66]. They
can enable control-flow hijacking [19, 52], mind-control at-
tacks [60], and side-channel attacks [53, 63, 80], leading to
severe inference degradation or arbitrary code execution.
These findings motivate our systematic analysis of CUDA
kernels to detect memory bugs in them.

Static techniques have been developed to analyze CUDA
kernels. ProofWright [11] verifies kernels against specifi-
cations generated by LLMs. COVT [46] translates CUDA
into C/C++ and then detects integer and buffer overflows.
Honeycomb’s validator [49] ensures memory accesses re-
main within predefined coarse-grained regions. Tong et al.
extend Dartagnan with GPU consistency models [72]. Meth-
ods based on symbolic execution have also been proposed [6,
40–42, 45, 62]. Overall, these static techniques struggle with
dynamically sizedmemory buffers, do not support thewidely
used Tensor library, and cannot handle varied kernel launch

configurations.We evaluate three of them [41, 49, 62] in Sec-
tion 6.2 and find they are limited in usability and less effec-
tive than cuKLEE. Commercial static tools also exist [14, 59],
but their technical details are unavailable for analysis.
Dynamic Techniques. NVIDIA provides several mecha-

nisms to enforce GPU memory safety. The GPU MMU re-
ports “illegal memory access” errors when unmapped vir-
tual addresses are accessed [51]. CUDA-MEMCHECK [54]
and its successor Compute Sanitizer [55] record metadata
for GPU buffers, enabling detection of a broader range of
memory errors at the cost of increased runtime overhead.

Researchers have also devoted efforts along this direc-
tion. GPUShield [37], GPUArmor [87], cuCatch [70], and
LAK [77] build on principles similar to Compute Sanitizer,
with the first three emphasizing lower runtime overhead
and the latter using lock-key metadata to provide stronger
memory safety. GMOD [20, 21] pads memory buffers and
detects overflows by monitoring changes to the padding.
IMT [69] and LMI [36] ensure GPU memory safety with
ECC and unused upper bits of pointers, respectively. Race
detection tools, including BARRACUDA [22], GRace [83],
GMRace [84], and LDetector [44], track the last-accessing
thread for each memory location and identify unsynchro-
nized concurrent accesses. Despite these advances, these tech-
niques rely on specific inputs to trigger bugs, require instru-
mentation or hardware support, and many incur large run-
time overhead.

Fuzzing techniques have also been proposed for CUDA
kernels and machine learning libraries [43, 48, 58, 68]. How-
ever, they overlook kernel usage context within LLM infer-
ence systems or target inference frameworks rather than
CUDA kernels. They are ineffective in detecting memory
bugs in CUDA kernels used in LLM inference systems.

9 Conclusion
This paper presents M2K, an automated tool combining dy-
namicmodel profilingwith CUDA-specialized symbolic exe-
cution to detect CUDA memory bugs in LLM inference sys-
tems. M2K identifies 181 CUDA memory bugs in popular
LLM inference systems when they perform inference with
real models, demonstrating its practical effectiveness. Fu-
ture work can improve the efficiency of symbolic execution
for CUDA kernels and extend M2K to support NPU kernels.
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